

















SECRET 


6/19/2006 



In preparing your response to this request, you should 
determine whether your company maintains the following 
types of information which may bo considered by you to 
be toll billing records in accordance with Title 18, 
United States Code, Section 2709: 


are not request: 


you snouid not provide. 


w ^ j J r I 

information pursuant to this request that would 
disclose the content of any electronic communi cation as 
defined in Title 19, United States Code, Section 
2510{S) . 


NSL VIO-2444 





b6 
b 7 C 



V 

(OGC) (FBI) 

From: 


(OGC) (FBI) 


Sent: 

To: 

Cc; 


Tuesday, December 14, 2004 12:54 PM 
BOWMAN, MARION E. (OGC) (FBI) 
OGC) (FBI) 


Subject: RE: NSLs 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


(S) 

bl 

b5 

b6 (3) 

b7C 


b 6 
b7C 


jfliOal Moccano- 


O 

From) |(OGC) (FBI) 

Sent: Tuesday, December 14, 2004 12:38 PM 
To: BOWMAN, MARION E. (OGC) (FBI) 

Cel |(OGC) (FBI) 

Subject* NbL5 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b5 

b'7D 

b4 

b2 

b7E 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


I 1 ATE; 07-11-2007 

CLASSIFIED BY 65179 L'I1H,TAI5/K3P./ JB 
PEAS OK: 1.4- (cj 
DECLASSIFY OK: 07-1.1.-.2O3.2 



ALL IWFOFilATIOK C0NTAIKH 
HEBEIN IS ^CLASSIFIED EXCEPT 
UTHEEE SEQGB 0TBEMISE 


6 / 1/2006 


NSL VIO-2445 





' C3 ” 


OGC) (FBI) 


SECRET 


From: | (OGC) (FBI) 

Sent: Thursday, December 16, 2004 9:35 AM 

To: BOWMAN, MARION E. (OGC) (FBI) 

Subject: RE: NSLs 


SENSITIVE BUT UNCLASSIFIED 


how are you feeling? are you okay? 

Original Message — 

From: BOWMAN, MARION E, (OGC) (FBI) 
Se nt: Thursday, December 16, 2004 9:28 AM 
To:l | (OGC) (FBI) 

— Cc |(OGC) (FBI) 

Subject: RE: NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORO 



FroiH 1 (OGC) (FBI) 

Sent: Tuesday, December 14, 2004 12:54 PM 
To:. ftnwMAM MaoinM p. (OGC) (FBI) 

Cc:| pGC) (FBI) 

Subject: RE: NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Original Message-— 

From} |(OGC) (FBI) 

Sent: Tuesday, December 14, 2004 12:38 PM 
To: BOWMAN. MARION E. (OGC) (FBI) 

Cc: | K OGC) (FBI) 

Subject: NSLs 


date: 07-n-2O0'T 

CLASSIFIED. B'f S517.S SHH/TAH/m/JE 
6/1/2006 BEASOiJi 1.4 (c) 

DICEASSm oil: 07-11-2032 


ALL ISJEO EttATLQlI . COKTAltlED 
HEREI1J is. USCLAisiFIEb: EXCEPT 


NSNAO-2446 

s™ft 








Ob 

° SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



6/1/2006 



b6 
b7 C 



Subject: RE. NSLs 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b5 

bl 

b2 

b'7E 

b6 

b7C 


Do you both aaree that it is worthwhile to send an email around to NSLeT 


S) 


L 


- being the policy man, are you okay with Spike’s take, with which 1 am comfortable 






—-Original Message 

From: BOWMAN, MARION E. (OGC) (FBI) 
Se nt: Thursday, December 16, 2004 9:27 AM 
b6 To J |(OGC) (FBI) 

b7C Cc:] OGC) (FBI) 

Subject: Rt: NSLs 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


O riginal Messaoe- 

Froml 


(OGC) (FBI) 
Sent: Tuesday, December 14, 2004 12:38 PM 

To 
Cc 


t 


BOWMAN. 


Subject: NSLs 


MARION E. (OGC) (FBI) 
;OGC) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b5 

b7D 

b4 

b2 

b7E 

b6 

b7C 


BATE: 0711-2007 

CLASSIFIES BT 6S179 BHH/TAE/KSR/ JB 
PMSdB: 1.4 (c) 

DECLASSIFY OH: C7-1I-.2032 


All, TTIFOl'KATT OK COTSTTAXHEB 
HEPEIH 13 URC L AS SI FI EI> EXCEPT 
tSHEBE SHORT! * OTHERWISE 


6/1/2006 


NSL VISL-2448 







SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 



6 / 1/2006 


cr tr tr cr cr Xi i n o' cr 




thanks.) | 



SENSITIVE BUT UNCLASSIFIED 


All IliFOPILATIOir COHTAIHED 
HEREIN IS llKCl&SSIFISD 


DATE 07 11 2007 BY 65175 CHH/TA3/KSP/JB 


6 / 1/2006 


NSL VIO-2450 







To: BOWMAN, MARION E. (OGC) (FBI) 

Subject: RE: NSLs 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


tol 

b6 


:sj 


>7C 


Original Message — 

From: BOWMAN, MARION E. (OGC) (FBI) 

Sent; Thursday. December 16, 2004 10:25 A m_ 


To: 

Subject: RL: NSLs 


(OGC) (FBI); 


J(OGC) (FBI) 


b 6 

b7C 

b5 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


O riginal Message 

From l I (OGC) (FBI) 

Sent: Thursday, December 16, 2004 9: 43 AM 
To: BOWMAN, MARION E. (OGC) (FBI); 
Subject: RE: NSLs 1 


OGC) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


bl 

b5 

b6 

b7C 

b2 

b7E 


Do you both agree that it is worthwhile to send an email around to NSLB| 

L 


- heino the nnlicv man. are vou okav with Snike's take, with which 1 am com! 

ortable 




b6 

b7C 


— -Original Message 

From: BOWMAN, MARION E. (OGC) (FBI) 


Se nt: Thursday, December 16, 2004 9:27 AM 
To l , , I (OGC) (FBI) 


Cc: 


OGC) (FBI) 


I'ATJl : 07.-11-2807 

CLASSIFIED 3Y 65179 DEH/7AH/KSR/JE 

6/1/2006 REASOHs 1.4 m 

DECLASSIFY MI: 07-11-2032 


ALL IHFORHATION CONTAINED 
HERE III IS UMCLAS3I FIEH> EXCEPT 
WHERE SHOWN OTHERWISE 


NSL VIO-2451 





Subject: RE: NSLs 


b5 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


b5 

b7D 

U. /! 

b2 
b7E 
b 6 
b7C 


Orininal 

From 


OGC) (FBI) 


Sent: Tuesday, December 14, 2004 12:38 PM 
To; BOWMAN. MARION E. (OGC) (FBI) 


Cd 


Subject: NSLs 


KOGC) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



6/1/2006 


NSL VIO-2452 




OGC) (FBI) 


SECSR^T 


b6 

b7C 


From: BOWMAN, MARION E. (OGC) (FBI) 

Sent: 


To: 


Thursday, December 16, 2004 10:25 AM 


(OGC) (FBI) 



kOGC) (FBI) 


Subject: RE: NSLs 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


nrininal 

From| (OGC) (FBI) 

Sent: Thursday, December 16, 2004 9: 43 AM 
To: BOWMAN, MARION E. (OGC) (FBI) 

Subject: RE: NSLs 


l(OGC) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


bo 

bl 

b2 

b7E 

bo 

b7C 


(S) 


1 

being the Dolicv man. are vou okav with SDike's take, with which 1 am comfortable 






Do you both agree that it is worthwhile to send an email around to N$LB[ 


b6 

b7C 


-—O riginal Message- 

From I 


OGC) (FBI) 


Sent: Thursday, December 16, 2004 9:27 AM 
' (OGC) (FBI) 

UGCJTFBI) 


i 


To 
Cc 

Subject: RE: NSLs 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


6/19/2006 


— Original Message — 

From| (OGC) (FBI) 

Sent: Tuesday, December 14, 2004 12:38 PM 
To: BOWMAN. MARION E. (OGC) (FBI) 

Cc: | KOGC) (FBI) 


DATE: 07-11-2007 

CLASSIFIEI BY 6517? DMH/TAK/FIST/JE 
SEASON: 1.4 fc) 

DECLASSIFY ON: 57-11-2032 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 


NSL VIO-2453 








b7D 

b4 

b2 

b7E 

bb 

■b7C 


Subject: NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


6/19/2006 




tr o' 


Message 


Page 1 of 2 


}0GC) 


(FBI) 


b6 

b'7C 


From: BOWMAN, MARION E. (OGC) (FBI) 

Sent: Thursday, December 16, 2004 9:28 AM 

i - 

To: 


(OGC) (FBI) 


Cc: 


JOGC) (FBI) 


Subject: RE: NSLs 



7C 


Original Message 

From! |(OGC) (FBI) 

Sent: Tuesday, December 14, 2004 12:54 PM 
To: BOWMAN. MARION E. (OGC) (FBI) 

Cc:| [OGC) (FBI) 

Subject: RE: NSLs 


b5 

bl 

b2 

b7S 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


(SJ 


b6 

b7C 


O riginal Message 

From ! | (OGC) (FBI) 

Sent: Tuesday, December 14, 2004 12:38 PM 


To : BOWMAN. MARION 

Ccf 


Subject: NSLs 


E. (OGC) (FBI) 
OGC) (FBI) 


b5 

b7D 

b4 

b2 

b7E 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



DATE : 07-11-2007 

CLASSIFIED ST 65173 DKH/TA3/K3P./3B 
REAsOU: 1,4 [cj 
DECLASSIFY OH: 07-11-2032 


ilv L’J.LASblr ic.L ! LXL 
HCGE OTHERWISE 


6 / 19/2006 


NSL VIO-2455 


SEC 







Message 


Page 2 of 2 


SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



6/19/2006 





b5 

b2 

b7E 

b4 

b7D 


ALL IHFOPKATIDN COJJTAIHID 
IS tJHCLASSIFIED 

DATE 07-11-2007 BY 6SJ.7S DHH/TAH/KSR/ JB 


NSL VIO-2458 


Message 


Page 1 of 3 



(OGC) (FBI) 

u From: 


(OGC) (FBI) 


Sent: 

To: 


Thursday, December 23, 2004 10:20 AM 
’OGC) (FBI) 


Subject: FW: ECPA NSLs 


b5 

b6 

b?C 

b7D 

b4 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


This email came as a result of my request to Qal[ 
- — urinal Message-— 


From j 

Monrla' 

To 

Cc 

Subject: RE: 


JCTD) (CON) 
Mnnrlav Novpmhpr 7? 2004 9:31 AM 

(OGC) (FBI) 


(CTD) (FBI) 


tCPA NSLs 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Hope th is satisfies vour request. If you. have any questions or need additional information, please contact me at 
b2 202-32^ 


v, n ^ - Thank you 

kj i L- 


b6 

b7C 


O riginal Message 

Froir| [OGC) (FBI) 

Sent: Friday, November 19, 2004 12:53 PM 


ALL IWFORMTION COWTATBEP 

HERE IK IS DECLASSIFIED 

I'ATE 07-11-2007 BY 0,5:179 DHH/TAM/KSP./ JB 

NSL VIO-2459 


6/19/2006 





Message 


Page 2 of 3 


b 6 Tq |CFD) (CON ) 

b 7 C Subject: FW: ECPA NSLs 

Importance: High 



Importance: High 


SENSITIVE BUT UNCLASSIFIED 



Communications Analysis Unit 
FBIHQ- Room 4315 



b6 

b7C 



roca cfbh 

Sent: Friday, r 

November 19. 2004 11:16 AM 

To=l 

|(CTD) (FBI) 


Subject: ECPA N5Ls 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b U 

T-. ’I 

t U 

b5 NSL VIO-2460 


6/19/2006 











Message 


Page 3 of 3 


fc)7 D 

b4 

b2 

b7E 


b6 

b7C 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-2461 


6/19/2006 




Message 

SEC 

, Page 1 of 3 

RET 


(OGC) (FBI) 

From: 


(OGC) (FBI) 


b'?C 

b5 


Sent: 

To: 


Friday, December 23, 2005 11:52 AM 

IfOGC ) (FBI) 


Subject: RE: 


SECRET//NOFORN 
RECORD 66f 


Thanks for responding--l'il handle this from my end. 


b6 

b7C 

b.5 


Orininal Mpq<^np- 

From: 


Se nt: Friday, 

To i , 

Subject: RE: 


December 23. 


|(OGC) (FBI) 

2005 11:49 AM 
LOGO (FFIT) 


SECRET//NOFORN 
RECORD 66f 


b5 

b6 

K n n 


b6 

b7C 

b5 


Orininal Moccano- 

Fromj 


OGC) (FBI) 

Se nt: Wednesday, December 2 1, 2005 10:02 AM 


To 

Subject: FW: 

Importance: ‘HigFT 


If OGC) (FBI ) 


ALL INFuPlIATIOn CONTAINED 
HEREiriS OFC LAS 3 ITT EP EXCEPT 
WHERE SHOWN OTHERWISE 


b7C 


SECRET//NOFORKI 
RECORD 66f 


DATE: 07-11-2G07 

CLASSIFIED BT 5SI79 DHH/7A3/KSR/3B 
REASON: 1.4 [c) 



- — Original Messaae- 

From: 


(CTD) (FBI) 


Se nt: Wednesday. December 21. 2005 9:53 AM 
To l f OGC ) f FBI) 

Cc ) I (CTD ) (FBI) 


(CTD) (FBI); 


](OGC)(F 


C 


(CTD) (FBI); 


NSL VIO-2462 


wmm 


6/2/2006 











i.O '-.D 


Message 


Page 3 of 3 


b7C 


Your thoughts. 



Thanks, 


DERWEP-PROM: G-3 FBI Classification Guide G-3. datedJt/97rforeigrr 
Counterintelligence Invest 
DECLASSIFY^frrr253Q120f 
SECRET//NOFORN 


DERIVED~PRDWTrG^FBt-Cta.<;Rifir.afion Guide G-3.jlated 1/97_Eorej^eotll^flfifeMlgence 
Investigations 
pECLASStF¥^ettr?03lHI01 
SECRET//NOFORN 


SERIvbLrFROM^-G-3-EBl.Classification Guide G-3. dated 1/97. ForeianJCounte 
Investigations 




SECRET//NOFORN 



SECRET//NOFORN 


DERIVED FROTgTrG^FBKHasstficatioiiGuiriR G -3. dated 1 /9Z^Eor e i n n-C&w*t< 

DECLASSIFY ON: 20.101204- — 

SECRET// N0F0 RN 


5»fiifiin>eiir< 


^Investigations 


NSL VIO-2464 


6/2/2006 



Message 


Page 1 of 2 



(OGC) (FBI) 


b6 

b7( 


(OGC) (FBI) 


From: I 

Sent: Wednesday, December 22, 20 04 1 1 :53 AM 


b6 

b7C 


To: 


bGC) (FBI) 


Subject: FW: CTD SSA advice re NSL language 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


let's discuss this. Thanks 

O riginal Message- — 

FromJ 


FBI) 


Sent: Wednesday, December 22. 2004 8:18 AM 
Tql hen reel) 


ci 


tOGC) (FBI) 


Subject: CTD SSA advice re NSL language 


_>r* 









SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



DATE: 07-11-2007 

CLASSIFIED BY S5175 DHH/TAM/KSR/JE 

SENSITIVE BUT UNCLASSIFIED 5EAS0K: 1.4 (c) 

DECLASSIFY OH: 07-1.1-2032 

NSL VIO-2465 

SECMj 


ALL IMFCPKATIuN CONTAINED 
HERE 19 IS DECLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


6/19/2006 






Message 


Page 2 of 2 



SENSITIVE BUT UNCLASSIFIED 


NSL VIO-2466 


6/19/2006 



Message 



Page 1 of 2 



(OGC) (FBI) 

From: 


(OGC) (FBI) 


b6 

b7C 


Sent: 

To: 


Thursday. December 23, 2004 10:16AM 


DGC) (FBI) 


Subject: RE: CTD SSA advice re NSL language 


b5 

b 7 D 

b4 

b2 

b7E 

b6 

b"/C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Original Message 

Fron j | (OGC) (FBI) 

Se nt: Wednesday. December 2 2. 2004 11:53 AM 
To| |(OGC) (FBI) 

Subject: t-w: L I L> SSA advice re NSL language 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


b6 

b7C 

b7D 

b4 

b2 

b7E 

b5 


let's discuss this. Thanks. 

-O riginal Message 

Froml |(FBI) 


Sent: Wednesday, December 22, 2004 8:18 AM 
Toi i / nc n r FBi) 

C< OGC) (FBI) 

Subject: UL> bbA advice re NSL language 


A I, I, IMFOPKATIOH C0KTATKED 
HEHE1M IS DECLASSIFIED EXCEPT 
OTEPE shoot; OTHERWISE 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


DATE: 07-11-2007 

CLASSIFIED BY 65179 DMH2TAH/K3R.MB 
P£M0H: 1.4 (,cj 



NSL VIO-2468 


d/5/2006 





(S) 

L 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



6 / 5/2006 




Jq 7 c Sent: Thursday. December 23 . 2004 10:57 AM 

To: (OGC) (OGA) 

Subject: FW: CTD SSA advice re NSL language 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




Subject: RE: CTD SSA advice re NSL language 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



6 / 5/2006 







Message 


Page 1 of 2 


OGC) (FBI) 

From: (OGC) (FBI) 

Sent: Thursday, December 23, 2004 10.57 AM 

To: | |(FBI) 

Cc: | (OGC) (FBI) 

Subject: RE: CTD SSA advice re NSL language 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


jike Bowman. 


1 1 nis language we 

3C has not changed its suggested NSL languagel 


Happy holidays 


chime in if I missed (or misstated) something... 


Fror^ (FBI) 

S ent: Wednesday. Dec ember 2 2 , 2004 8:18 AM 
Tc IfOGCUF Bn 

Cd JOGC) (FBI) 

Subject: CTD SSA advice re NSL language 


SENSITIVE BUT UNCL A SSIFIED 
NON-RECORD 


ALL INFORMATION CONTAINED 
HEREIN IS IWCUSSIf’IED -EXCEPT 
UHEEE SHOWN OTHERWISE 




DATE: 07-11-2007 

CLASSIFIED BY '65179 DHH/TAH/K3R/ JE 
REASON: 1.4 (ej 
DECLASSIFY ON:. 07-11-20S2 



6/19/2006 




Message 


Page 2 of 2 



6/19/2006 



O' O' 


Message 


Page 1 of 2 




OGC) (FBI) 


From: 


(FBI) 



bo 

Sent: . 

Thursday, Qgip§mber 23. 2004 1 1 :49 AM 


b7C 

To: [ 

OGC) (FBI): 


[OGC) (FBI) 


Cc: 


(FBI) 


Subject: RE: CTD SSA advice re NSL language 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORP 


Thanks to both of you 

b5 

bl 

b7D 

b4 

b.2 

b7E 

b6 

b7C ' 


KATE: .0.7-11 .r.3007 

CLASSIFIED BY 55175 TMH/TAH/KST./JB 
REASON’: 1.4 (c) 

DECLASSTFi OH: 07-1.1-2032 


Orininal Mpccanp- 

Fromj 


J)GC) (FBI) 


b6 

b7C 


S ent: Thursday, December 23, 2004 10:57 AM 
Td IfFBP 




OGC) (FBI) 


Subject: RE: CTD SSA advice re NSL language 


All INFORMATION CONTAINED 
HEREIN IS TTNCIASSIEIFTH' EXCEPT 
WHERE SHOWN OTHERWISE 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b5 
7 D 
6 

b7C 


b6 
b7 C 


Th^ lannnano ci mnadfid h \i PTH I I 






This language was rowpwpri 1 

> y 


OGC and approved by Spike Bowman. OGC has not changed its suggested NSL language! 1 

[ 




Happy holidays. 


chime in if I missed (or misstated) something... 


O riginal Message- 

Froml ’ 


(FBI) 


N NSL VIO-2477 

secXt 


6/19/2006 









Message 


SECRET 


Page 1 of 4 



Subject: RE: CTD SSA advice re NSL language 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



(OGC) (FBI) 

DATE: 07-11-2007 

CLASSIFIED 3Y 53179 DHE/TAH/KSP./JB 
REASON; 2,4 {cj 
DECLASSIFY OH: 07-11-2032 




SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


6/19/2006 







Message 


Page 2 of 4 



[OGC) (FBI) 

Decem ber 23, 2004 10:57 AM 
NY) (FB I) 

(OGC) (FBI) 

u bbA advice re NSL language 


SENSITIVE BUT UNCLASSIFIED 







Message 


Page 3 of 4 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SECR8PL 


L VIO-2481 


6/19/2006 





Message 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


6/19/2006 



Message 


Page 1 of 1 


b6 

b7C 



OGC) (FBI) 

From: 

HcOGC) (FBI) 


Sent: Friday, July 22, 2005 9:53 AM 

To: HQ_DIV04_FBIHOME 

Cc: 


(OGC) (FBI) 


Subject: Please update NSLB website concerning National Security Letters 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




Ladies and Gentlemen: 


and I {an attorney with NSLB) are putting this email together. 

A j 1 please replace the entirety of this website, with the exception of three links which I 

will name shortly, with the attached document entitled "NSLwebsitenarrative." In addition to these three links that 
k g remain from the present configuration of the website, we will be sending you new documents to be linked to the 
new "NSL website narrative." 

k2 The links which will be remaining, and should not be deleted, are the ones that reference 1 ) an EC dated 

10/26/2001 2) EC dated 1 2/11/2001 and 3 1 I 

I I Those three links will be needed in the new document, "NSL website narrative." 


There are numerous new links which will be needed for the attached new website. We will send them to you by 
another email. 


SENSITIVE BUT UNCLASSIFIED 


ALL IKFuFJtATIOK COBTAIEEy 
HERE IK is OTCLAS3inEt> 

I'ATE 07-11-230? BY" 6S179 'L'HH/TAH/KSR/ JE 


NSL VIO-2483 


6/2/2006 







O' O' 


NATIONAL SECURITY LETTERS 


National Security letters are a specific type of administrative subpoena that allows the FBI to 
obtain certain limited types of information without court intervention: 


1 ) Under the Electronic Communications Privacy Act, 1 8 U.S.C. §2709, the FBI can obtain 
telephone and email communication records from telephone companies and internet service providers. 

2) Under the Right to Financial Privacy Act, 12 U.S.C. §341 4(a)(5)(A), the FBI can obtain the 
records of financial institutions (which is very broadly defined). 

3) Under the Fair Credit Reporting Act, 15 U.S.C.§§1681u(a) and (b), the FBI can obtain a 
list of financial institutions and consumer identifying information from a credit reporting company. 

4) Under the Fair Credit Reporting Act, 15 U.S.C. §1681v, the FBI can obtain a full credit 
report in an international terrorism case. This provision was created by the 2001 USA Patriot Act. 


bl 


7E 


The standard for issuing an NSL is relevance to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities provided that such an investigation of a 
United States person is not conducted solely on the basis of activities protected by the First 
Amendment of the Constitution of the United States. (The 1 68 1 v NSL standard is slightly different to 
reflect that it applies only to international terrorism investigations.) Prior to the Patriot Act, the standard 
for issuance of an NSL was that the target or the communication was tied to a foreign power. That is 
no longer t he case. (See explanat ion of changes, per EC dated 10/26/2001 .) Further, an NSL may be 

obtained in| (investigation. The subject of the NSL does not need to be the target of 

the investigation, provided that the information is relevant to an authorized investigation. 


A request for an NSL has two parts. One is the NSL itself, and one is the EC approving 
issuance of the NSL. The authority to sign NSLs has been delegated to the Deputy Director, 
Executive Assistant Director for CT/CI; Assistant Directors in charge and all DADs for CT/CI/Cyber 
(except that Cl and Cyber ADs and DADs do not have any authority with respect to 1681 v NSLs); 
General Counsel; Deputy General Counsel for National Security Affairs; Senior Counsel for National 
Security Affairs; Assistant Directors in Charge in NY, D.C., and LA; and all SACs. An acting SAC 
may not sign an NSL. 


All NSLs must be addressed to the specific company point of contact (many of which are listed 
on NSLB’s website). All NSLs should identify the statutory authority for the request, the type of 
records requested, and provide identifying information to assist the company in processing the request. 
All NSLs require a certification that the records sought are relevant to an authorized investigation to 
protect against international terrorism or clandestine intelligence activities and that an investigation of a 
USP is not conducted solely on the basis of First Amendment rights (with the 168 1 v NSL certification 
being slightly different to reflect its application only to international terrorism investigations). All NSLs 
should have a non-disclosure warning. Certain NSLs have an attachment suggesting the type of 
information that the recipient may consider to fall within the parameters of the request. 


The cover EC serves four functions. It documents the predication for the NSL by stating why 

Aid; INFORMATION C OBTAINED 
HERE IB IS UNCLASSIFIED 
DATE 07-11-2007 BY 6517? DKH/TiiH/KSR/JB 
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the information sought is relevant to an authorized investigation. It documents the approval of the NSL 
by field supervisors. It contains information needed to fulfill Congressional reporting requirements for 
each type of NSL (subject's USP status, type of NSL issued, and the number of phone numbers, email 
addresses, account numbers or individual records being requested in the NSL). Lastly, it transmits the 
NSL to NSLB for reporting requirements, to CTD, CD, or Cyber for informational purposes, and, in 
the case of personal service, to the requesting squad or delivering field division for delivery. 

Information obtained through the use of an NSL may be disseminated in accordance with 
general standards set forth in The Attorney General's Guidelines for FBI National Security 
Investigation and Foreign Intelligence Collection (NSIG). Dissemination is further subject to specific 
statutory limitations (e.g,. toll record NSL statute, ECPA, 18 U.S.C. §2709, and financial record NSL 
statute, RFPA, 12 U.S.C. §34 14(a)(5)(B), permit dissemination if per NSIG and information is 
clearly relevant to responsibilities of recipient agency; limited credit information NSL statute, FCRA, 

15 U.S.C. § 1 68 1 u, permits dissemination to other federal agencies as maybe necessary for the 
approval or conduct of an FCI investigation; no special statutory rules for dissemination under full credit 
report NSL statute, FCRA, 15 U.S.C. § 1 68 1 v). 

Attached is guidance issued by OGC on NSLs by EC dated 12/11/ 2001 . It generally explains 
how to prepare an EC and NSL. However, some of the information is outdated and the models that 
are attached are also outdated. Attached below are the latest versions of the model ECs and NSLs. 

To the extent that any information in the body of the 12/1 1/2001 EC is inconsistent with the latest 
model ECs and NSLs, the latter control (for instance, the 12/1 1/2001 EC reference to the classification 
marking "Declassify on X- 1 " is superceded by the classification marking requirement of "Declassify on 
X25- 1 " found in the latest models. References to needing a full investigation in the 1 2/1 1/2001 EC 
have been superceded by a new policy which allows NSLs to be issued in full or preliminary 
investigations, as indicated in the latest models). Nonetheless, the general principles set forth in the 
12/1 1/2001 EC are still useful. 

Also attached is OGC guidance by EC dated 10/1/2003 and by EC dated 1 1/5/2003 which 
discuss Section 1681 v credit report NSLs. Further, OGC recently issued guidance (1) by EC dated 
5/27/2005 . which relates to a modification of NSL policy that allows for return dates on NSLs, and 
(2) by EC dated 6/29/2005 . which relates to use of restricted delivery services to serve NSLs. For a 
summary of some of the principle concepts of NSLs, see the NSL PowerPoint attached herein. 

Thus, the latest model ECs and NSLs are as follows: 

1) Telephone Subscriber EC 

2) Telephone Subscriber NSL 
31 Toll Record F.C 

41 Toll Record NSL 

5) E-Mail Subscriber EC 

6) E-Mail Subscriber NSL 

7) Transactional Record F.C 
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8) Transactional Record NSL 

9) RFPA_EC 

10) RFPA_NSL 
lit 1681 ufa) EC 
121 '1 681 ufa) NSL 
131 168 Mb) EC 
141 1681u(bl NSL 
151 1681v EC 

161 1681 v NSL 

The relevant delegation of signature authority ECs are as follows: 1 1/09/2001; 8/27/2003; 

- 10/17/2003; and 10/31/2003. Specifically, all I681v ECs should reference the 8/27/03 date, and all 
other NSLs, signed by either the SAC, the deputy general counsel for national security affairs or the 
general counsel at headquarters should reference the 1 1/09/01 date. 

Further, if you need to view the statutory authority for these NSLs, copies of the ECPA, 
RFPA, and FCRA statutes can be found on the OGC main library website. 
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Attached also please find a list of the names and addresses of appropriate offices/persons to 
whom NSLs should be addressed, broken down by 


Since OGC generally does not have contact with these entities, 
we rely on the field to let us know when these points of contact are outdated or when new entities 
come into play for which POCs would be useful . So please let us know when you run across POC 
information that headquarters and other field offices might find useful. You can email 
NS LB, and she can update this site. 


fit 


DETERMINING 
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The following information, which was compiled byl 


field offici 


will assist in 


determining the proper point of contact for determining the proper financial institution to which to 

jnformation.p 


address an NSL for 



so an NSL should be addressed to 


at the address shown on the NSLB POC list. If you need 

to call for other information 


Ihowever, when! 

recently called it, it was answered by a live person 1 1 


(which is also answered by a live person). 
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is issued by the company itself, so an NSL should be 

addressed 


at the address shown 


on the NSLB POC list. If you ne ed to call for other information! 


[ 


(However, whed I recently called that number, it 


did no 


Instead, it was answered by a live persor 
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_ so an 

NSL should be addressed to 

at the address shown on the NSLB POC 

list. If you require other information, 



)■ 





If 

indicated 

|it might mean that we are not able to do NSLs 


|y ou will need to check with your 
Legal Unit or NSLB for additional follow-up information. 








are issued by a multitude of banks. 



will not accept NSLs for that 


information for various leg al reasons (despite the fact that a financ ial institution under 
RFPA is defined to include! I Therefore, NSLs 


need t o be addressed tj 


Jias a 24-hour law enforcement 
which is a live-line, answered by a person, 
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will 


accept NSLs for the information in its possession, so an NSL should be addressed to 
| address shown on the NSLB POC list. However, an NSL to 
will not reveal information about | ~|That 


information is only retrievable ffoml 


In order to determind 
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(OGC) (FBI) 
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From: | |OGC){FBI) 

Sent: Friday, July 22, 2005 1 0:00 AM 

To: HQ_DIV04_FBIHQME 

Cc: |(OGC) (FBI) 


Subject: NSLB/OGC website update email number 2 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



The new NSL narrative has the following paragraph - the items in red are links, which I have attached to this 
document. 


"Also attached is OGC guidance by EC dated 10/1/2003 and by EC dated 11/5/2003 which discuss Section 1 681 v 
credit report NSLs. Further, OGC recently issued guidance (1) by E C da t ed 5/27/2005, which relates to a 
modification of NSL policy that allows for return dates on NSLs, and (2) by EC d a ted 6/29/20 0 5. which relales to 
use of restricted delivery services to serve NSLs. For a summary of some of the principle concepts of NSLs, see 
the NSL PowerPoint attached herein." 

The attached documents are in order as set forth in the paragraph above. The EC dated 10/1//2003 is entitled 
"finalcreditreportguidance." The EC dated 11/5/2003 is entitled "amendedcreditreportguidance." The EC dated 
5/27/2005 is entitled "nslreturndateguidance." The Ec dated 6/29/2005 is entitled "nslfinaldeliveryserviceec." The 
NSL powerpoint is entitled "nsl.ppt." 


thanks 


ALL INFORKATIC® CONTAINED 

HEP-E I H IS -DECLASSIFIED 

DATE 07-11-2007 BY 6S17S DKH /TAH/KSR/ J3 


SENSITIVE BUT UNCLASSIFIED 
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(Rev. 08-28-2000) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : IMMEDIATE 

To: All Field Offices 

Counterterrorism 

Counterintelligence 


Date: 10/01/2003 

Attn: ADIC; 

SAC; 

CDC 

FCI/IT Supervisors 
A/AD Pistole; 

DADS; 

Section Chiefs 
AD Szady; 

DADS ; 

Section Chiefs 


From: General Counsel 


National 

Security Law Branch, 

Room 7975 

Contact : 


202-324- 



Approved By: Caproni Valerie E 

kg Kelley Patrick W 

b7C 

b2 | 

Drafted By: 


Case ID #: 66F-HQ-A1255972 
66F-HQ-C1213150 

Title: NATIONAL SECURITY LETTERS 

CREDIT REPORTS UNDER FCRA, 15 U.S.C. §1681v 

Synopsis: Provides guidance on the preparation, approval, and 

service of National Security Letters (NSLs)to obtain Credit 
Reports in International Terrorism cases, implementing 15 
U.S.C. § I681v of the Fair Credit Reporting Act, created by 
the 2001 USA Patriot Act. 

Reference: 

66F-HQ-A1255972 

Enclosure (s) : 1) Model Credit Report NSL 

2) Model EC for Credit Report NSL 

3) Checklist for Credit Report NSL 

Details: Public Law 107-56, the USA Patriot Act, contained several 

significant provisions with respect to National Security Letters 
(NSLs) . Certain provisions changed the requirements necessary to 
obtain information from communications providers under the Electronic 

ALL iKrCRHAxXUK ... 0 1 : iT A I L ji I 

HEREBJ 13 UNCLASSIFIED 

DATE 07-11-2007 3T 63.179 D-HH/TAH i'KSR /' JB 
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To: All Field Off^.es From: General Counsel 

Re: 66F-HQ-A1255972 , 10/01/2003 


Communications Privacy Act (ECPA) , 18 U.S.C. § 2709; from financial 
institutions under the Right to Financial Privacy Act (RFPA) , 12 
U.S.C. § 3414(a) (5), and from consumer reporting agencies under the 
Fair Credit Reporting Act (FCRA) , 15 U.S.C. §1681u. Those changes 
have been discussed in guidance issued by the National Security Law 
Unit via EC dated 12/2/2001. 


'E 


In addition to those changes, the Patriot Act expanded the 
scope of information that is available through NSLs from credit 
bureaus through the addition of a provision to the Fair Credit 
Reporting Act, 15 U.S.C. § 1681v, which allows the frt to ob tain full 
credit reports from consumer reporting agencies in 


investigations through an NSL relative to international terrorism 
cases. (The terminology for this information used by the statute is 
"a consumer report of a consumer and all other information in a 
consumer's file.") This provision and its implementation is the 
focus of this electronic communication. 


1 . Introduction to Procuring Credit Information 

Prior to enactment of the Patriot Act, credit -type 
information was available through National Security Letters but only 
under limited circumstances. Under the Fair Credit Reporting Act, 15 
U.S.C. § 1681u, a National Security Letter could be used to obtain, 
not a full credit report, but only "the names and addresses of all 
financial institutions ... at which a consumer maintains or has 
maintained an account," 15 U.S.C. § I68lu(a), and "identifying 
information respecting a consumer, limited to name, address, former 
addresses, places of employment, or former places of employment," 15 
U.S.C. § 1681u(b). A full credit report was obtainable only through 
a court order. These provisions remain in place, but, as set forth 
below, an additional investigative tool was created by the Patriot 
Act . 


The Patriot Act provided that we can now obtain full 
credit reports without a court order in international terrorism cases 
(while counterintelligence cases still require a court order) . The 
language of 15 U.S.C. § 168 lv reads, in relevant part, as follows: 

. . . [A] consumer reporting agency shall 
furnish a consumer report of a consumer and all 
other information in a consumer's file to a 
government agency authorized to conduct 
investigations of, or intelligence or 
counterintelligence activities or analysis 
related to, international terrorism when 
presented with a written certification by such 
government agency that such information is 
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To: All Field Off^^es From: General Counsel 

Re: 66F-HQ-A1255972, 10/01/2003 


necessary for the agency's conduct of such 
investigation, activity or analysis. 

The statute also provides for delegation by the FBI 
Director of approval authority for requests made by FBI 
personnel. On 08/27/2003, the Director delegated such 
authority to the Deputy Director, the Executive Assistant 
Director for Counterterrorism/ Counterintelligence, the 
Assistant Director and all Deputy Assistant Directors for 
Counterterrorism, the General Counsel, the Deputy General 
Counsel for National Security Affairs, the Senior Counsel for 
National Security Affairs, the Assistant Director in Charge 
(ADICs) and all Special Agents in Charge (SACs) in the New 
York, Washington, D.C., and Los Angeles field offices, and the 
SACs in all other field offices. 

Further, 15 U.S.C. § 1681v provides that the consumer 
reporting agency must maintain the confidentiality of the request, 
and that the agency will not be held liable for disclosure of 
credit reports in good- faith reliance upon a request for such 
records. 


b2 
7i 
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Pursuant to Department of Justice (DOJ) policy, cred it 
report NSLs, unlike other NSLs, are limited in their use 

] and, by statute, to international 


terrorism investigations,! 



However, DOJ policy may be revised in the near 

future to a. 

Llow the use of credit report NSLs 


):f a new policy is adopted concerning credit report 


NSLs, this guidance will be appropriately amended. 


2 . General Policy on the Use of NSL Authority 

NSLs are useful investigative tools in that they 
allow us to obtain significant amounts of relevant 
information; however, they must be used judiciously. 

Although the Patriot Act broadened the FBI's authority to 
gather this information, Executive Order 12333 and DOJ policy 
require that the FBI conduct its investigations through the 
least intrusive means consistent with our duty to gather 
information of sufficient quality, scope and timeliness. 
Supervisors should keep this in mind when deciding whether a 
particular use of NSL authority is appropriate. 

Although the FBI is not required to report to 
Congress on the number of credit report NSLs issued by the 
FBI, as is required with respect to other NSLs, the cover EC 
must identify the number of credit reports sought by the 
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To: All Field Off±^es From: General Counsel 

Re: 66F-HQ-A1255972, 10/01/2003 


particular NSL . NSLB will maintain a record of the number of 
NSLs issued that will be available for review by FBI 
management or be used to respond to possible Congressional 
inquiry . 


The delegation of authority to the field to issue 
credit report NSLs creates the possibility that duplicate 
requests for the same information will be issued by different 
field offices. Field offices must take steps to avoid this. 

In particular, the field should check FBI databases (ACS, 
Telephone Application, etc.) and open sources to determine if 
the information sought has already been obtained by the FBI or 
whether it is publically available. This is particularly 
important when considering issuing NSLs for credit reports 
because, as with NSLs for telephone or electronic 
communications data under the ECPA, and unlike NSLs for 
financial records under the RFPA, the government is not 
required to reimburse the provider of the information. A 
dramatic increase in duplicate credit report NSLs will only 
augment existing pressure to require governmental 
reimbursement . 

Individual field offices have the responsibility for 
establishing and enforcing an appropriate review and approval 
process for the use of credit report NSL authority. 

3 . The Mechanics of Producing NSLs 

The procedures for producing an NSL for credit 
reports are no different from those used to produce other 
types of NSLs. For all types of NSLs, including a credit 
report NSL, the issuing office needs to prepare two documents: 
(1) the NSL itself; and (2) an EC approving the NSL and 
documenting the predication. A model NSL and EC for credit 
report requests are included as attachments to this 
communication. These materials will also be placed on the 
NSLB Intranet Website and will be distributed by GroupWise e- 
mail . 


A. The NSL 


1 . General Information 


There are three major consumer reporting agencies: 
Equifax, Experian, and TransOnion. To date, the FBI has dealt 
almost exclusively with Experian and TransUnion. We envision 
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To: All Field Off^es From: General Counsel 

Re: 66F-HQ-A1255972, 10/01/2003 


having equal access to the credit information housed in 
Equifax. 


All credit report NSLs must be addressed to the 
appropriate point of contact at one of these agencies . The 
current agency addresses and points of contact are: 


b7D 

b-4 

b6 

b7C 


Please note that the agency point of contact address does not include 
a zip code because credit report NSLs, as well as all other NSLs, 
must be hand- del ivered . Given the sensitive nature of international 
terrorism investigations, if the consumer reporting agency is willing 
to use an FBI-provided secure fax machine, then credit report NSLs 
may be transmitted via secure fax. However, to date, no such 
arrangements have been made, so hand-delivery is still the required 
method of service. Field divisions should advise NSLB of any new 
points of contact, or when a particular point of contact is no longer 
valid. 


2 . The NSL format 

The first paragraph of every credit report NSL provides 
the appropriate statutory authority for the request, identifies the 
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To: All Field Off^es From: General Counsel 

Re: 66F-HQ-A1255972, 10/01/2003 


types of records requested, and provides available identifying 
information so that the consumer reporting agency can process the NSL 
request . 


Credit report requests should include all available 
identifying information to facilitate the consumer reporting agency's 
records search. Typically, such identifying information includes: 
name, social security number, and date of birth. Unlike in some 
other NSLs, there is no need to specify a date range for credit 
report requests because these reports are comprehensive and not 
limited in time. Moreover, the request will be asking for not only 
the consumer report of a consumer but "all other information in a 
consumer's file," as is provided for by the statute. 

The second paragraph of every NSL contains the statutorily 
required certification language. with respect to credit report NSLs, 
the certification should state that "the consumer report and all 
other information in a consumer's file is necessary for the FBI's 
conduct of an investigation of, or intelligence or 

counterintelligence activities or analysis related to, international 
terrorism . " 


The next paragraph sets forth an admonition to the 
consumer reporting agency receiving the NSL, warning that no officer, 
employee, or agent of the agency may disclose to any other person, or 
specify in any consumer report, that the FBI has sought or obtained 
access to the requested information or records. 

The last substantive paragraph instructs the agency point 
of contact to provide the records personally to a representative of 
the delivering field division and not to send the records through the 
mail nor disclose the substance of the request in any telephone 
conversation. It also states that any questions should be directed 
to the delivering field division. 

Finally, the NSL is an unclassified document because it 
does not detail the specific relevance of the requested records to an 
authorized FBI investigation. There is no need to classify the NSL 
when attaching it to the cover EC. However, NSLs should never be 
transmitted to a consumer reporting agency via an unsecured means. 

When preparing an NSL request, the field should use the 
attached model NSL. 

B . The Cover EC 


The Cover EC serves three essential functions in the 
credit report NSL process: (1) it documents the predication 

for the NSL by recording why the information sought is 
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Tor All Field. Off-^es From: General Counsel 

Re: 66F-HQ-A1255972 , 10/01/2003 


necessary to an international terrorism] | 

(2) it documents the approval of the NSL by relevant 
supervisors and the legal review of the document; and (3) it 
transmits the NSL to the requesting squad or delivering field 
division for delivery to the appropriate consumer reporting 
agency. When preparing an NSL request, the field should use 
the attached model EC. 


1 . Field Descriptors 


This section will generally explain how most of the 
EC field descriptors should be completed. The "Precedence" 
descriptor will typically be "ROUTINE." The "Date" descriptor' 
should reflect the date the NSL and the EC were approved. The 
"To" descriptor will always include "General Counsel" and the 
requesting squad's field division. It will also inc lude the 
name of the delivering field division (Which will be I 
~lin th e case of credit report NSLs d irected 
field office for NSLs directed[ 
field office for NSLs directed 


rj and 

and 


the office of origin, if applicable. In addition, it will 
include the Counterterrorism Division. The "Attn" 
descriptor should include the Deputy General Counsel, NSLB ; 
the squad supervisors and case agents from the requesting 
squad, deliv ering field division (which w ill be 
in the case of NSLs directed | 


for NSLs directed]] 
for NSLs directed]]" 


[ the IA 

r j and the IT 

and office of 


squad 

Squad 

origin, if applicable and if known. The "From" descriptor 
should identify the certifying official’s field division and 
include the title of the certifying official. The "Contact" 
descriptor should reflect the name and phone number of the 
requesting squad case agent. 


The "Approved By" descriptor should reflect the name 
of the approving officials. Prior to certification, every 
credit report NSL and cover EC issued by the field division 
should be reviewed by the squad supervisor, the Office of the 
Chief Division Counsel, and the SAC. CDCs reviewing the NSL 
packages should use the checklist provided with this 
communication to ensure legal sufficiency. The last step in 
the approval process occurs when the certifying official 
(Deputy Director, EAD for 

Counterterrorism/Counterintelligence, Counterterrorism ADs and 
DADs, General Counsel, Senior Counsel for National Security 
Affairs, Deputy General Counsel for National Security Affairs, 
New York, Washington, D.C., and Los Angeles ADICs, and SACs) 
personally signs the NSL and initials the EC. Certifying 
officials may not further delegate signature authority. 
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To: All Field Off- .as From: General Counsel 

Re: 66F-HQ-A125 5972 , 10/01/2003 


The "Drafted By" descriptor should reflect the name 
of the person who prepared the NSL package. The "Case ID #" 
descriptor must contain the case file number relevant to the 
request, and the Headquarters case file number 66F-HQ-C1213150 
assigned to NSLs directed to consumer reporting agencies. It 
should also inclu de the case fi le for NSLs of the delivering 


bz 

b7E 

b7D 

b4 


office. (For the 


L 


£ 


which delivers NSLs to 


1 field office, which delive rs NSL^ 

The "Title" 


3 for the 


descriptor 


should list the name of the subject of the international 
terrorism investigation to which the credit report request 
pertains (even if the subject of -the credit report request is 
someone other than the subject of the investigation) , any 
known aliases, the fact that this is an IT investigation and 
directed at a particular foreign power, if applicable, and 
identify the office of origin. The "Synopsis" descriptor 
should use boilerplate language that the EC "approves the 
issuance of one credit report National Security Letter (NSL) 
pursuant to 15 U.S.C. §1681v; sets a lead and provides 
reporting data to NSLB ; and transmits the NSL to FBI 
[Delivering Division] for delivery to [the credit reporting 
agency] ." The "Derived From" descriptor should be "G-3" in 
bold typeface. The "Declassify On" descriptor should be "XI" 
in bold typeface. The "Full Inv estigation Instituted" 

descriptor should state the date investigation was 

opened on the subject, and indicate whether the subject is a 
U.S. person. If the subject of the investigation is not the 
person to whom the credit report pertains, further state 
whether that person is a U.S. person. 


Assuming that there is an enclosure, namely the 
National Security Letter, the next section of the EC, entitled 
'"Enclosure" should describe the enclosure, that is, an 
original and copy of a letter dated [MM/DD/YYYY] addressed to 
[consumer reporting agency POC and address] requesting the 
consumer report and all information in the consumer's file of 
[name of subject of request] . 

2 . Predication and Relevance 


The next section of the EC is the "Details" section. 
A credit report NSL under 15 U.S.C. §1681v may be issued upon 
a certification that the credit report is necessary for the 
FBI's conduct of an authorized investigation of, or 
intelligence or counterintelligence activities or analysis 
related to, international terrorism. Accordingly, the first 
paragraph in th e "Details" section of the EC should contai n 
t>2 the predicationl 

bl 
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To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972, 10/01/2003 


and specify the necessity of the requested 

credit report to the investigation. Both the predication and 
necessity should be stated clearly and concisely. 



3 . Standard Language 


What follows, still within the "Details" section, is 
standard language required in every EC seeking a credit report 
NSL. It is the same standard language (adjusted for the fact 
that different information is sought under 15 U.S.C. §1681v) 
used in the model NSL seeking financial institution 
information and identifying information from consumer 
reporting agencies under 15 U.S. C. §168lu: 


This electronic communication 
documents the [title of person approving 
the NSL] 's approval and certification of 
the enclosed NSL. The enclosed NSL seeks a 
consumer report and all other information 
in the consumer's file. 


b7D 

b4 


A repr esentative of the [relevant 
FBI office, e . q . 

who has liaison witn tne consumer reporting 
agency should deliver the letter to [name 
of POC at agency] . 

On August 27, 2003, the Director 
delegated the official signing the enclosed 
letter authority to make the required 
certification. 


[The relevant FBI office] should 
remind the consumer reporting agency that. 
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To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972 , 10/01/2003 


under 15 U.S.C. §l68lv(c) , it is prohibited 
from disclosing that the FBI has sought or 
obtained access to this information. 

Arrangements should be made with 
the consumer reporting agency to produce 
the records personally to an employee of 
[the relevant FBI office] . The agency 
should neither send the records through the 
mail nor utilize the name of the subject of 
the records in any telephone calls to the 
FBI office. The agency should not contact 
FBIHQ directly in any matter. 

Any questions regarding the above 
can be directed to [Drafting Division] , 

Attention: [name of case agent and phone 

number] 

4 . Leads 

On occasion, the squad requesting the NSL will be 
able to hand- carry the NSL to the consumer reporting agency 
point of contact. However, more often, the field division 
drafting the NSL will have to get it delivered by one of the 
field divisions located in the area where the consumer 
reporting agency is located. In these situations, the 
drafting division should identify the squad and personnel, if 
known, at the delivering field division who will be 
responsible for delivering the NSL. In the event that the 
office of origin is different than either the drafting 
division or delivering division, the person drafting the NSL 
package should ensure that the case agent from the office of 
origin receives a copy of the package. The first lead in the 
EC should direct the requesting squad or delivering field 
division to deliver the attached NSL. If the delivering 
division is different than the drafting division or the office 
of origin, then this first lead should also request the 
delivering division to submit the results to the drafting 
division and/or the office of origin. 

Although the FBI is not required to report credit 
report NSLs to Congress, NSLB will still maintain a record of 
such requests. To ensure that NSLB receives sufficient 
information to maintain a record of these NSLs and possibly 
report to Congress, it is crucial that the person preparing 
the NSL package follow the NSL and EC models very carefully. 
The second lead in every model EC requests NSLB to "record the 
appropriate information as is needed. " NSLB will be able to 
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To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972 , 10/0l/2003 


b6 
h7 ( 


^ - 


,0 


compile the data provided that the cover EC includes the case 
file number, the subject's U.S. person status, and the number 
of consumer reports being requested in the NSL. Once NSLB has 
entered this reporting data into its NSL database, it will 
clear the lead set in the cover EC. 


4 . NSL Preparation Assistance 


Some field divisions may, for a variety of reasons, 
opt not to exercise their delegated authority to issue NSLs. 
Some field divisions may not have an SAC but rather only an 
ASAC or an acting SAC, neither of whom have delegation 
authority. Further, other field divisions may exceed their 
capacity to issue NSLs and seek assistance in handling the 
overflow. NSLB will process any NSL request that it receives. 
Field divisions should send their requests directly to NSLB, 
with information copies to the FBIHQ substantive unit. Such 
requests must contain all the substantive information 
identified in this communication that is necessary to prepare 
the NSL but the requests do not have to follow the format set 
forth in this guidance. NSLB would then prepare the NSL, as 
well as the EC that does follow the format described in this 
guidance. NSLB anticipates that it will be able to process 
such requests within one to three business days. 


Any questions regarding thi s communication may be 
directed to Assistan t General Counsel 
(202) 324- 
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To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972, 10/01/2003 


LEAD (s) : 

Set Lead 1: (Adm) 


ALL RECEIVING OFFICES 


Distribute to all supervisory personnel involved in 
the investigation of international terrorism cases. 


♦♦ 
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(Rev. 1 1 -04-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : IMMEDIATE 

To: All Field Offices 

Counterterrorism 

Counterintelligence 


Date: 11/5/2003 

Attn: ADIC; 

SAC; 

CDC 

FCI/IT Supervisors 
AD Pistole; 

DADs ; 

Section Chiefs 
AD Szady; 

DADs ; 

Section Chiefs 


From: General Counsel 

National Security Law Branch, Room 7975 

Contact : 


Approved By: Caproni Valerie E 


Drafted By: 


Case ID #: 66F-HQ-A1255972 
66F-HQ-C1213150 

Title: NATIONAL SECURITY LETTERS 

CREDIT REPORTS UNDER FCRA, 15 U.S.C. §1681v 

Synopsis: Provides an amendment to guidance issued on October 

1, 2003 on the preparation, approval, and service of National 
Security Letters (NSLs)to obtain Credit Reports in 
International Terrorism cases, implementing 15 U.S.C. § 1681v 
of the Fair Credit Reporting Act, created by the 2001 USA 
Patriot Act . 


Reference: 

66F-HQ-A1255972-serial 32 
66F-HQ-C1213 150-serial 302 

Enclosure (s) : 1) Revised Model EC for Credit Report NSL 

2) Revised Checklist for Credit Report NSL 

Details: On October 1, 2003, the General Counsel issued guidance 

on the preparation, approval, and service of NSLs to obtain full 
credit reports in international terrorism cases, pursuant to 15 
bl U.S.C. § 168 lv. At that time, the policy of the Departmen t of 
b2 Justice was to restrict the use of full credit report NSLs 

b~E 

klL dtforMtioe cohtaibtd 

HEF'EIM IS UNCLASSIFIED 

DATE 07-11-2007 BY 65173 &HK/TAH/KSR; IB 
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To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972 , ll/05/2003 


b2 

b7E 

bl 


bi- 

bb 

t>7 

b2 


C 


investigations. That pol icy has now been amended an d full credit 

lag t-ho-w been 


report NSLs may be sought^ 


titled under prior DOJ policy, and 
such inquiries will now be denoted under the new DOJ policy. 




as 


Because of this change, the enclosed Model EC for Credit 
Report NSL and Model Checklist for Credit Report NSL also 
needed to be amended to r eflect the fact that th e forms could 
be used to seek an NSL inf 


as well as 

The Model Credit Report N^L remains unchanged . 

All other aspects of the guidance remain accurate. 

Any questions regarding this | commnni rati on mav he 
directed to Assistant General Counsel 
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■To: All Field Ofi_ues From: General Counsex 

Re: 66F-HQ-A12 55972 , 11/05/2003 


LEAD ( s) : 

Set Lead 1 : ( Adm) 

ALL RECEIVING OFFICES 

Distribute to all supervisory personnel involved in 
the investigation of international terrorism cases. 


♦♦ 
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National Security Letters 

F 



Vational Security Law Branch 
ederal Bureau of Investigation 




i National Security Letters 


■ NSLs - administrative subpoenas that allow the 
FBI to obtain three types of information: 

- Phone and email communication-records from telephone 

companies and internet service providers (Electronic - 

Comm. Privacy Act) (18 USC 2709) (same information 
as gathered in pen register/TT except historic, not live) 

: - ' Financial institution records (Right to Financial Privacy 
Act) (12 USC 3414(a)(5)(A)) : : . .. v/.-. , 

• r. Credit bureau info r- ; identity of financial institutions . 

; ' where consumer mainta ins of ma interned an account; y.-.' 

- and consumer. identifying information (includes names - 
associated with person, current/former addresses and 
J places of employment) (Fair Credit Reponing Act) ( 1 5 


US(J Jbslu(a), (b)J 


7E 


National Security Letters 


. ■ Prior to Patriot Act, standard for getting NSL was that the 
target be tied to foreign power. ■ 

■ Under Section 505 of the Patriot Act, lesser standard - 
only need the information to be "relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities. provided that such an 
investigation of a united States person is not conducted 
solely on the basis of activities protected by the first 
amendment of the Constitution nf the 1 Inited " 


■ Subject of NSL does not need to be target of investigation, 
as long as expected information is relevant to authorized 
investigation . ;.r : . - 



National Security Letters 


■ Prior to Patriot Act. approval authority could be no lower than Deputy 
Assistant Director, Patriot Ac* kllowed'deJegation down to the SACs.’- 

■ Currently, approval authority has been delegated to • 

■ Deputy Director 

■ l^ecMiwA«i*UniDii^cT<t^ . V 

■ Axsixuat Director* inchirge. tad *U DADs for CVCT/Cyhcr 

■ IkncnJ Ousscl. Dawiy General Counsel ft* National Security Altairt, end 
Sorter Counsel for Ntfwnal Security Atlkin . 

■ A!*i«aru Director La Chiijc and all SACi in KY. DC, and t A 
a All SAC* lit ether field divitiooj 

■ Acting SAC canned sign NSLs. 

■ if do not have SAC in field office, can send EC to NSLB requesting 
. that we draft the NSL and send it out 
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L 

National Security Letters 


■ For all NSLs, issuing office must prepare two documents: 

(1 ) the NSL itself; and (2) an EC approving the NSL and 
documenting the prediction 

» All NSLs must be addressed to the specific company point 
of contact (many of which are listed on NSLB's website) 

■ All NSLs should identify the statutory authority for the 
request, the type of records requested, and provide 
identifying information to assist the company in processing 
the requesL 

■ All NSLs require a certification that the records sought are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities 
and that an investigation of a USP is not conducted solely 
on the basis of Fust amendment rights. 


1 




National Security Letters 


■ All NSU should have a non-disdo6ure warning 

■ All NSLs should say thai ihe information should be personally 
delivered to the FBI orsenj by a restricted delivery service, not mailed 
nor sent by non secure fax 

■ Per OG C guidance, all NSLs must be personally served on or sen! by 
restricted delivery service, not mailed or sent by non-secure faxed to 
the company (even though they are not classified, the fact of & named 
target and a reference to an IT or intelligence investigation would 
imply that the target is the subject of an National Security 
investigation, which fact is classified) 

■ All NSLs should have a reasonable mum date 





DECLASSIFIED BY 65179 DEH/TArl /KSR/J £ 
ON 07- 1 1 "2007 
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National Security Letters 


• • 

Certain NSLs have an attachment suggesting the type of 
nformation that the company may considered to fall 
within the narameters of the statute. For examnle: 










National Security Letters 



■ The cover EC serves four functions. 

- It documents the predication for the NSL by stating why the 
m forma i ion sought is relevant lo an investigation 

- It documents (he approval of ihe NSL by field supervisors 

[| contains information needed to fulfill Congressional reporting 
requirements for each type of NSL 

It transmits the NSL to NSLB. CTDO Cyber, and the requesting 
squad or delivering field division for delivery if necessary 

■ For reporting purposes, the EC must include case file 
number, subjects USP status, type of NSL issued, and the 
number of phone numbers, email addresses, account 
numbers or individual records being requested in the NSL 






National Security Letters 


■ September 2004 NY $D federal court decision holding (hat NSL 
statutes are unconstitutional because they do not provide for a 
challenge by the recipient of the NSL to the NSL or to the non- 
disclosure provision; and because the non-disclosure provision is . 
mandauay without any certification or explanation in a particular case. 

■ Court found a First Amendment violation in the mandatory nature of 
the non-disclosure provision, absence of procedure to challenge Ik and 
absence of exception for disclosure to attorneys for legal advice, and to 
others in entity needed to assist in production (latter provision. is found . 

• - .- ; in some but not all NSL statutes) ' ; ' / • ’ • : ■ . ; . r.. . - ; • . 

■ There are now draft revisions in Congress to rectify the problems that 
Pie Court' found - to provide for a challense by the recipient to NSL ■, . 
itself; to provide for a certification by the rBl that the non-disclosure ' 

. - provision is necessary in this particular case; to provide for a challenge 
-by the recipient of the NSL to that certification: and to provide for 
mechanism for government to enforce NSL .- 

• Inmcantime. there is a May of the Court's decision and we can , 


! 



RFPA National Security Letters 


■ Ckiober2W chMgeiotheoMwegrepJh' e*p«xUihedcfloit>gnof“fiMnda) 
institutions" upon which we caa serve NSLs under the RFPA 

« Per } J USC 3312(a)(2), the liai include: inured bank; commercial bank or 
. trust company; private banker; aedit union; thrift institution; broker or dealer 
regal troa with the S£C; investment banker or urvestmera company;, currency 
exchange; issuer, redeemer or cashier of trtvdai’-checkj, checks, money 
. . orders; operator of a ertdh card system; insurance company; pawnbroker; loan 
or finance company; travel agency; licensed tender of money; telegraph 
company; peraoos involved in real estate das logs and satlemenu; US Postal 
! service,; agency of UStaMafloal gov 'l eurying out any of foregoing; casino; 
any business similar to the above 1st; any business whose cash traiisaciioB3 
have high degree of nsduloos in criminal, ttu or regulatory icaacre : : , 

■ List of "finnacia) innhutionj" whose records ore protected uttder RFPA 
remains limit od, so there may be emit its that cculd voluntarily produce their 

■. financial records unde die RFPA and if they refuse' lo do so, so they can be 
.■ aubjea to on NSL ’• v 1 . ' 


Full Credit Reports - Court Order 


• In addition to FCRA, 15 USC 168lu(a) and (b) 
information (financial institutions and consumer 
identifying information), under 15 USC I681u(c). can get 
full consumer report in Cl and CT cases by cx parte Court 
order . . . .. • i 

■ . Section 505 of Patriot Act changed standard for FCRA ; •; "■ 
Court order for consumer report - eliminated requirement 
that target is tied to foreign power (same change as with , 
respect to NSLs) and created standard of relevance to an 
authorized investigation to protect against international 
. terrorism or clandestine intelligence activities provided 
that an investigation of a USP is not conducted solely on 
the basis of first amendment rights. • A - ■' 



Full Credit Report NSL - IT cases 


i i Patriot Act added 1681 v to FCRA to authorize NSLs to-.: : 
obtain full "consumer report of a consumer and all oilier • 
other infonnation in a consumer’s file" (not just identity of 
financial institution or consumer identifying information) 

- jn it cases only.., > 4 ■■ .«* 

• . Full credit report to be provided to -"a government agency 

authorized to. conduct investigatkmaof, or intelligence or ; ■ 
counterintelligence activities or analyst related to, Sl ’, 

international terrorism when presented with a written 

• certification by such government agency that such 
information is necessary for the agency's conduct of such 

. investigation, activity^or analysis." ‘. ' 
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Full Credit Report NSL - IT cases 


Same basic approval authority as other NSLs 
(Deputy Director, EAD for 07 Cl, AD and all 
DADs for O, General Counsel, Deputy General 
Counsel for National Security Affairs, Senior 
Counsel for National Security Affairs, ADICs and 
SACs in NY, D C., LA, and all SACs in other 
field offices) 

Includes non-disclosure provision 
Consumer reports in non-IT cases still require 
court order 


Full Credit Report NSL - IT cases 


As with other NSLs, subject of NSL does not have 
to be target of the investigation 
Same mechanism as other NSLs - Cover EC and 
NSL itself 

Although no congressional reporting requirement 
- cover EC should still stale the number of reports 
requested, in the event we are asked by Congress 
about the use of this NSL 


Dissemination of NSL Information 


Information obtained through the use of NSLs 
may be disseminated in accordance with general 
standards set forth in The AG’s Guidelines for 
FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG) - i.e, the rules that 
apply to information sharing with DOJ, federal, 
state and local authorities wherein share if 
information relates to the responsibility of the 


Dissemination of NSL Information 


■ Per the NSIG, NSL information dissemination is also 
subject to specific statutory limitations (e^.g. toll record 
NSL statute, ECPA, IS USC 2709, and financial record 
NSL statute, RFPA, 12 USC 3414(a)(5)(B), permit 
dissemination if per the NSIG and information is clearly 
relevant to responsibilities of recipient agency; credit 
report 168 1 u NSL statute. FCRA, 15 USC I681u, permits 
dissemination to other federal agencies as may be 
necessary for the approval or conduct of a PCI 
investigation; no special statutory rules for dissemination 
of 15 USC 1681v information) 


Payment for NSL Information 


■ . NSL for toll records/email accounts. ECPA, does not 
provide for reimbursement of costs, although some offices 
do pay when requested in order to keep on good terms with 
service providers v - 'if"' 

■ NSL for financial records, RFPA. requires reimbursement 
of costs; Title 12, CFR Part 219. and appendix, provides 
reimbursement cost schedule 

■ NSL for financial institution information and consumer 

identifying information, FCRA, section 168 1 u. provides 
for payment but no schedule has been promulgated ; 

■ NSL for full credit reports. FCRA, section 1681 v does not 
provide for reimbursement of costs 


QUESTIONS? 


i Visit our FBI Intranet site at 
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Message 


Page 1 of 2 



(OGC) (FBI) 

From: 


(ITOD) (FBI) 


b6 

b'7C 


Sent: Friday, July 22, 2005 11:13 AM 

To: 

Cc: 


! 

pGCI /FRh 


(OGC 

) (OGA) 


(OGC) (FBI) 


Subject: RE: NSLB/OGC website update email number 2 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


done 


FYI, we don't normally refer to "attachments" on the web,., that's an email term! The standard way to refer to 
a document is to refer to the title, and just make the title a link. (I changed the ppt ref) 


-Or iginal Messaqe- 


From{_ 


(OGC) (FBI) 


Sent: Friday, July 22, 2005 10:00 AM 
To : HO DIV04 FBIHOM E 
C d I (OGC) (FBI) 

Subject: NSLB/OGC website update email number 2 


SENSITIVE BUT UNCLASSIFIED 
C NON-RECORD 


The new NSL narrative has the following paragraph - the items in red are links, which I have attached to 
this document. 


"Also attached is OGC guidance by EC dated 10/1/2003 and by EC dated 1 1/5/2003 which discuss Section 
1681 v credit report NSLs. Further, OGC recently issued guidance (1 ) by EC da te d 5/27/200 5, which relates 
to a modification of NSL policy that allows for return dates on NSLs, and (2) by EC date d 6/29/2005, which 
relates to use of restricted delivery services to serve NSLs. For a summary of some of the principle 
concepts of NSLs, see the NSL PowerPoint attached herein." 

The attached documents are in order as set forth in the paragraph above. The EC dated 10/1//2Q03 is 
entitled "finalcreditreportguidance." The EC dated 1 1/5/2003 is entitled "amendedcreditreportguidance." 
The EC dated 5/27/2005 is entitled "nslreturndateguidance." The Ec dated 6/29/2005 is entitled 
"nslfinaldeliveryserviceec." The NSL powerpoint is entitled "nsl.ppt." 


thanks 


ALL IBFCRBATIGH.. C0KTAIEE5 

HERE If; IS UNCLASSIFIED 

DATE 07-11-2007 BY: 651:79 DMH /TAM/ K3P. / 7 £ 
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SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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Message 


Page 1 of 1 


OGC) (FBI) 


From: 

Sent: Friday, July 22, 2005 10:14 AM 

To: HQ_DIV04_FBIHOME 

Cc: 


(OGC) (FBI) 


(OGC) (FBI) 


Subject: NSLB/OGC website update email number 3 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


U <3> 


* 0 * 0 - 




There are links in the narrative to teh following documents. The first four documents are attached here. My 
emails tend to g et overlo aded if I try to attach too many documents, so I am going to separate these documents 
into four emails. 

1 ) Tele ph one S u bscrib er EC 

2) T e le pho ne Subscriber NSL v 

3) Toll Record EC V 

4) Toll Record NSL v/ 

5) E-Mail Subscriber EC 


6) E-Mail Subscriber NSL 

7) Transactional Record EC 


8) Transactional Record NSL 

9) RFPAEC 

10) RFPANSL 

11) 1681 u(a) EC 

12) 1681 ufa) NS L 

13) 1 681 uf b) EC 

14) 1681u(b) NSL 

15) 1 681 v EC 

AU XHFOPJtATIOK CCJTTAIKED 

16) 1 681 v NSL here in is iikct. ass tftkp 

DATE 01-11-2007 ST 65170 PHH/TAS/KSR/JB 


SENSITIVE BUT UNCLASSIFIED 
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Message 


Page 1 of 2 


i 



(OGC) (FBI) 

From: 


(ITOD) (FBI) 

Sent: 

b6 To: 

v-i 7 n 

t-u f _ 

Cc: 

Friday, July 22, 2005 12:17 PM 

I (OGC) (FBI) 


(OGC) (OGA) (OGC) (FBI) 


Subject: RE: NSLB/OGC website update email number 3 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


done 
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7C 


O riginal Messaae- 

Froml 


(OGC) (FBI) 


Sent: Friday, July 22, 2005 10:14 AM 
To : HO DIVQ4 FBIHOM E 

OGC) (FBI) 


Ccf 

Sub" 


Subject: NSLB/OGC website update email number 3 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


There are links in the narrative to teh following documents. The first four documents are attached here. My 
emails tend to get overload ed if I try to attach too many documents, so I am going to separate these 
documents into four emails. | | 

1 1 Telephone Subscriber EC 

2) Telephone Subscriber NSL 

31 Toll Record EC 

4) Toll Record NSL 

5) E-Mail Subscriber EC 

6) E-Ma i l Subscriber NSL 

7) Transactional Record EC 

8) Transactional Record NSL 

9) RFPAEC 

10) RFPA NSL 

1 1 ) 1681 u(a) E C 

1 2) 16S1u(a) NSL 

13) 1681 u(b) EC 

A-LI- IBFOFUATICK CDJJTAIKEI' 

HEREIN IS NStLVf©r^535 

MTE 07-11-2007 BY 00173 I>KH . 'TA3 /K3R / JB 


6/5/2006 



Message 


Page 2 of 2 


141 1681u(b) NSL 
151 1681v EC 
161 1681v NSL 

SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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Page 1 of 1 



(OGC) (FBI) 

From: 


(OGC) (FBI) 


Sent: 

To: 

Cc: 


Friday, July 22, 2005 10:21 AM 
HQJ3IV04 FBIHOME 

|(OGC) (FBI) 


n q Subject: NSLB/OGC website update email number 5 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



M- 


These are four more links - number 5-8 on the list of documents in the NSL website narrative. 


SENSITIVE BUT UNCLASSIFIED 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 07-11-2007: BY 65179 DEH/TAH/KSR/JB 
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Message , 


Page 1 of 2 



(OGC) (FBI) 

From: 


(ITOD) (FBI) 

Sent: 

Friday, July 22, 2005 1 :37 PM 

To: 


(OGC) (FBI) 


Subject: RE: NSLB/OGC website update email number 5 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


ok - got it 


bb 


— O riginal Messaae- 

Froml 


(OGC) (FBI) 


Se nt: Friday. July 22, 200 5 1:16 PM 
To J I HTODt (FBI) 

Subject: FW: NSLB/OGC website update email number 5 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


There is a mistake. The transactional record NSL did not come up on the link. Instead, the toll NSL comes 
up 

Orininal Mpccjmip 

From] |(OGC) (FBI) 

Sent: Friday, July 22, 2005 10:29 AM 
To : HO DIV04 FBIHOM E 
C d ~ I (OGC) (FBI) 

Subject: FW: NSLB/OGC website update email number 5 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


Obviously, I put in one document twice, accidentally. So ignore the fact of two "transactional record NSL" 
documents! 


O riginal Messaoe- 

From 


(OGC) (FBI) 


Sent: Friday, July 22, 2005 10:21 AM 

To: HO DIV04 FBIHOM E 

Cc: l ~ I (OGC) (FBI) 

Subject: NSLB/OGC website update email number 5 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


These are four more links -- number 5-8 on the list of documents in the NSL website narrative. 


SENSITIVE BUT UNCLASSIFIED 


ALL INFOPHATiDM CONTAINED 

HEREIN IS TOICtASSIF mi VIO-2550 
DATE 07-11-2:007 BY 65179 BHH/TAM/KSP./ JB 


6/5/2006 
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SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


i 
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* Message 


Page 1 of 1 



OGC) (FBI) 

From: 


(ITOD) (FBI) 


b6 Sent: Friday. July 22. 2005 12:21 P M 


b7C To: 


I 

|(OGC) (FBI) 

Cc: 


(OGC) (FBI)! 


Subject: RE: NSLB/OGC website update email number 5 


(OGC) (OGA) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


done (4 posted - you sent 2 copies of trans rec NSL) 


O rioinal Messaae- 

From J 


{OGC) (FBI) 


Sent: Friday, July 22, 2005 10:21 AM 
Tn - HO DTV04 FRTHOM F 

CcJ [OGC) (FBI) 

Subject: NSLB/OGC website update email number 5 


bF SENSITIVE BUT UNCLASSIFIED 

b 7 C NON-RECORD 

These are four more links -- number 5-8 on the list of documents in the NSL website narrative. 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


ALL 2JJF0RSATI0H CONTAINED 

HEREIN IS OTCLASSIFIED 

DATE 07-11-2007 EY 65179 WH/T.WKSP./ 73 


NSL VIO-2552 
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b6 

b7C 


(OGC) (FBI) 


From: 

Sent: 

To: 

Cc: 


OGC) (FBI) 


Friday, July 22, 2005 10:31 AM 
HQ DIV04 FBIHOM E 

(OGC) (FBI) 


Subject: NSLB/OGC NSL website update new email number 6 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Enclosed please find four more documents, listings 9-12. 


SENSITIVE BUT UNCLASSIFIED 


ALL IHFQEIIATIOH COHTAIKEX- 
HERE IS IS UNCLASSIFIED 

DATE 07-11-200? BY 65179 BHH/TAH/ESF. / JB . 
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ATTACHMENT 


In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following types 
of information which may be considered by you to be a financial 
record in accordance Title 12, United States Code, Section 3401(2): 


au TUFormn'bu coittatked 
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DATE 07-11-2007 BY 6017? DKH/TAH/KSR f JB 


NSL VIO-2560 
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NSL VIO-2561 



Message 


Page 1 of 



(OGC) (FBI) 

From: 


(ITOD) (FBI) 


bb 

b7C 


Sent: 

To: 

Cc: 


Friday, July 22. 2005 12:25 P M 

(QG C) (FBI) 


(OGC) (FBI); 


(OGC) (OGA) 


Subject: RE: NSLB/OGC NSL website update new email number 6 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


done 


bb 

b7C 


— Original Messaoe- 

From 


(OGC) (FBI) 


Sent: Friday, July 22, 2005 10:31 AM 

To : HQ DIV04 FBIHOM E 

Ce l I l (OGC) (FBI) 

Subject: NSLB/OGC NSL website update new email number 6 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Enclosed please find four more documents, listings 9-12. 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 07-11-2007 BY 6S179 P HK/TAJI /KSF. / v E 


NSL VIO-2568 


6 / 5/2006 





